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ABSTRACT-For providing long-term storage
services over the Internet we use a cloud storage
system that is consisting of a collection of
storage servers. A third party’s cloud system can
be used for storing data but it leads to a
question as we are concerned over data
acquaintance. We rely on encoding schemes not
only for protecting data acquaintance, but also
it limits the functionality of the storage system
because some of the operations are supported by
encoded data. Making a secure and reliable
storage system that provides multi-functioning
feature is challenging when the storage system is
under distributed state and has no central
authority. We suggest a threshold proxy reencoding scheme and integrate it with an ununified erasure code in such a way that the
secure distributed storage system is developed.
The distributed storage system supports the
secure and robust data storage and retrieval
and also it lets every single user in forward his
data that is present in the storage servers to
different user without retrieving back the data.
The proxy re-encoding scheme is the main
technical contribution that supports many
encoding operations over encoded messages as
well as forwarding operations which are over
encoded and sufficiently encoded messages. Our
method fully integrates encoding and
forwarding. As per the information that we
analyzed, we suggest you suitable parameters
that are to be considered while the number of
copies of a message is to be dispatched to
different storage servers and also to the storage
servers which are queried by a key server. These
parameters provide flexibility in adjusting the
number of storage servers and firmness.

1. INTRUDUCTION
As
high-speed
networks
and
omnipresent Internet access become available in

the latest years, many services are being
provided through the Internet as a result of
which users are facilitated to use them from any
part of the globe irrespective of time. We can
take e-mail service probably as the most popular
example. The resources on the Internet are
treated as a unified entity (i.e., a cloud)
according to the theory of cloud computing. The
customers who are using cloud computing are
just interested in storing the information they
don’t want to know how the infrastructure of
storing. In this, we explored firmness,
acquaintance, and operations structure of cloud
computing. Cloud storage system is not a single
storage server here the architecture will be in the
distributed format. So there will be number
various server storages which are independent.
For storage systems a key concern is data
robustness. We can store data in storage system
in various methods. Replicate a message is one
way that gives robustness of data. Replication
of a message means the copy of data will store
in each and every server for the backup purpose.
This is what we call robustness because we can
retrieve the message any time until the server
exists. Encoding a message is another way to
keep robustness. Encoding procedure is it
convert k symbols to a form of n symbols code
words with help of erasure coding. Codeword
symbols will present in each and every storage
system. A storage server failure corresponds to
an erasure error of the codeword symbol. As
long as the number of failure servers is under the
tolerance threshold of the erasure code, from
codeword symbols which we have stored in
various servers we can recover the message with
the help of decoding process. So naturally there
will be a tradeoff between tolerance threshold of
server failures and size of storage servers.
Codeword symbol will computes with the help
of decentralized erasure code for the sake of
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message. Thus, the encoding process for a
message can be split into n parallel tasks of
generating codeword symbols. For distributed
storage system efficient one is decentralized
erasure code. After the message symbols are
sent to storage servers, each storage server
independently computes a codeword symbol for
the received message symbols and stores it. This
finishes the encoding and storing process. For
the sake of security of messages in storage
servers we have to follow, messages can be
encrypted with the help of cryptographic method
which we have to do initially before using an
erasure code method. If the user wants to get his
message, he have to get the codeword symbols
and after he have to perform decoding. At last he
has to decrypt as final stage with the help of
cryptographic keys. Above mentioned procedure
has some crisis or following problems:




Since the communication traffic is more the
computations done by user between him and
storage servers are high.
The cryptographic keys are to be managed
by user himself as keys cannot be lost or
compromised.
It is hard for storage servers to support
functions other than data storing and
retrieving, etc.

For example, storage servers cannot send a
user’s messages to another user. After retrieving,
decoding and decrypting the user have to send
these to another user for sake of getting
message. In this paper, discuss the consequences
in forwarding data among users through the
usage of storage servers directly by the
command of owner. We assume a system model
that comprises of distributed storage servers and
key servers. Storing of cryptographic keys in a
single device is considered risky; we suggest
each user to distribute his cryptographic key to
other key servers that perform the cryptographic
functions on behalf of the user even in his
absence. The security mechanisms provide a
wide and tight range of security to these key
servers. To well fit the distributed structure of
systems, we require that servers independently
perform all operations. With this consideration,
we propose a new threshold proxy re encoding
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scheme and associate it with a secure
decentralized code to build a secure distributed
storage system. The encoding scheme supports
encoding operations over encoded messages and
forwarding operations over encoded and
messages which were encoded. The encoding
one perfect integration and forwarding makes
the storage system efficient enough to meet the
requirements such as data firmness, data
acquaintance, and data forwarding. Expecting
the integration with in the distributed structure is
somehow critical thing. Her we proposed a
system that has the features servers themselves
performs
encoding
and
re-encoding
independently. Not only that and also key
servers which does partial decryption. When
compared to previous ones it is most general to
applicable that means flexible. This setting
provides you flexibility adjustment within the
number of storage servers and firmness in the
cloud storage architecture.

2. SYSTEM DEVELOPMENT
a) Construction of Cloud Data Storage
(Admin Module):





The username and password for server setup
process can be set by the admin after he pass
his login.
In this process a remote servers IP-address
has to be set by admin initially and send
them to the receiver.
The details provided above can be viewed
when ever required by clicking the key
server.
The passed IP-addresses are noted in
available storage server and when we click
on this button for viewing currently
available IP-addresses.

b) Data Encoding
 Cloud Login Module:
 Details such as Username, e-mail, Password,
DOB, Gender, Location and these were
stored in database of the cloud system.
 For using and entering, the user has to
register his details into the cloud system and
has to activate it using code will send to email.
 Users have to open account and view the

IJIT@2014
www.picopublications.org

37

INTERNATIONAL JOURNAL OF INNOVATIVE TECHNOLOGIES, VOL. 02, ISSUE 01, JAN 2014

code generated by the cloud System.
 Upload Module:
 By browsing the system the user has to
choose one file that is to be uploaded.
 The cloud server can give the encoded form
of the uploading file.
 In this new folder will be created for storing
the files.
c) Data Forwarding
 In File Forward process contains the
selected file name, e-mail of the forwarder
and enters the code to the forwarder.
 Apart from checking his account properly a
user can also view the code that is forwarded
from the previous user.
 The current user has to login again into the
cloud system to check the previously
received details.
 If the forwarded file is present n receive
details only then the user is allowed to go to
the download process.
d) Data Retrieval Module
 The server process can be run, means it can
be connected with its particular client and
only client has to download the file to
download file key.
 In the file key downloading process the
fields to be filled are username, filename,
question, answer and code.
 By pressing the download button the client
is allowed to view the encoded key.
 The client can view and use the file if and
only if the file is completely downloaded.

3. RELATED WORK
We briefly review distributed storage systems,
proxy re-encoding schemes, and integrity
checking mechanisms.
2.1 Distributed Storage Systems
We briefly review distributed storage systems,
proxy re-encoding schemes, and integrity
checking mechanisms.
2.1 Distributed Storage Systems
At the early years, the Network-Attached
Storage and the Network File System provide
extra storage devices over the network such that
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a user can access the storage devices via
network
connection.
Afterward,
many
improvements
on
scalability,
firmness,
efficiency, and security were proposed. A
decentralized architecture for storage systems
offers good scalability, because a storage server
can join or leave without control of a central
authority. To provide firmness against server
failures, a simple method is to make replicas of
each message and store them in different servers
but this method is expensive as z replicas result
in z times of expansion. One way to reduce the
expansion rate is to use erasure codes to encode
messages. A message is encoded as a codeword,
which is a vector of symbols, and each storage
server stores a codeword symbol. A storage
server failure is modeled as an erasure error of
the stored codeword symbol. Random linear
codes support distributed encoding, that is, each
codeword symbol is independently computed.
To store a message of k blocks, each storage
server linearly combines the blocks with
randomly chosen coefficients and stores the
codeword symbol and coefficients. To retrieve
the message, a user queries k storage servers for
the stored codeword symbols and coefficients
and solves the linear system. Considering the
case that n = AK for a fixed constant a. They
showed that distributing each block of a message
to v randomly chosen storage servers is enough
to have a probability 1 - k/p- o(1) of a successful
data retrieval, where v = blnk, b > 5a, and p is
the order of the used group. The s parsity
parameter v = blnk is the number of storage
servers which a block is sent to. The larger v is,
the communication cost is higher and the
successful retrieval probability is higher. The
system has alight data acquaintance because an
attacker can compromise k storage servers to get
the message. Someone addressed firmness and
acquaintance issues by presenting a secure
decentralized erasure code for the networked
storage system. In addition to storage servers,
their system consists of key servers, which hold
cryptographic key shares and work in a
distributed way. As long as the number of
available key servers is over a threshold t, the
message can be successfully retrieved with an
overwhelming probability.
2.2 Proxy Re-Encoding Schemes
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In a proxy re-encoding scheme, a proxy server
can transfer a cipher text under a public key
PKA to a new one under another public key
PKB by using the re-encoding key RKA!B. The
server does not know the plaintext during
transformation. Researchers proposed some
proxy re-encoding schemes and applied them to
the sharing function of secure storage systems.

In their work, messages are first encoded by the
owner and then stored in a storage server. When
a user wants to share his messages, he sends a
re-encoding key to the storage server, then it reencodes the messages for the authorized user.
Thus, their system has data acquaintance and
supports the data forwarding function. Our work
further integrates encoding, re-encoding, and
encoding such that storage firmness is
strengthened. Type based proxy re-encoding
schemes proposed by researchers. A user can
decide which type of messages and with whom
he wants to share in this kind of proxy reencoding schemes. Key-private proxy reencoding schemes are developed. In a keyprivate proxy re-encoding scheme, given a reencoding key, a proxy server cannot determine
the identity of the recipient. This kind of proxy
re-encoding schemes provides higher privacy
guarantee against proxy servers. Although most
proxy re-encoding schemes use pairing
operations, there exist proxy re-encoding
schemes without pairing.
2.3 Checking of Integrity Functionality
A key interesting feature in cloud computing is
it is capable of checking integrity functionality.
In cloud storage after the completion of user’s
data updating into the storage system, user never
contain the data right away with him. For
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confirming the data which was present in storage
system is secured or not users have to know.
That storage servers are efficient or not for that
purpose the provable data possession theory and
also at the same time proof of storage notion are
proposed.

4. CONCLUSION
In this paper, we assume a cloud storage
system consists of storage servers and key
servers. We associate a newly proposed
threshold proxy re-encoding scheme and erasure
codes over exponents. The encoding,
forwarding, and partial decryption operations are
helped by threshold proxy re-encoding scheme
in a separated way. To decode a message of
1000 blocks, they are encoded into n codeword
symbols restricting each key server to partially
decrypt only two codeword symbols. By the of
threshold proxy re-encoding scheme, we allow a
secure cloud storage system which allows secure
data storage and forwarding functionality in an
un-unified structure, apart from that each storage
server individually performs encoding and reencoding and each key server separately perform
partial decryption. The newly proposed content
and storage systems are highly compatible to
addressable file systems and storage system. Our
storage servers and key servers work as storage
nodes in a content referable storage system for
storing content addressable blocks and as access
nodes for allowing a front-end layer such as a
traditional file system interface. Study in detail
can be done by continuing this project.
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