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Abstract: Data Sharing is an important service in Cloud
Storage. In this paper, we can come to know how
protectively, conveniently, and adaptably share data with
others in Cloud Storage. We illustrate new public-key
cryptosystems that provide fixed-size cipher texts. The
originality is that anyone can combine any set of secret keys
and make them as a single-key, but enclosing the power of all
the keys being summarized. In other terms, the secret key
holder can release a fixed-size summation-key for alternative
of cipher text set in the Cloud Storage, yet the other
encrypted files outside the cloud remain private. This tightly
packed summation key can be sent to others or to be stored in
smart card with very limit secure storage. In the common
model, we deliver security analysis and other applications of
our project. In particular, our project gives the first public-key
patient controlled encryption for flexible hierarchy.
Keywords: Cloud Storage, Data Sharing, Key-Aggregate
Encryption, Patient-Controlled Encryption.
I. INTRODUCTION
A. Cloud Storage
In recent years, the Cloud storage had gained its popularity.
In case of enterprise settings, the demand for data outsourcing
is increased today. In case of the strategic management of
corporate data, the data outsourcing should be assisted. This
process is also used as a core technology for many online
services. For online application, these online services were
used. Presently, this scheme is easy in order to apply for free
accounts for mail, photograph album, sharing of file with
storage size which is more than 25GB. By using the current
wireless technology, cloud users will access almost all of
their files, emails and directories by using a mobile phone
from any corner of the world.
B. Data Privacy in Cloud Computing Environment
The data privacy in cloud computing environment is
considered. A traditional way to ensure data privacy is to rely
on the server in order to develop the access control after
authentication process, which means an increase of any
unexpected privilege may expose all data. Things become
even bad, in case of shared-lease cloud computing
environment. Data obtained from different users will be

hosted on separate virtual machines (VMs) but may reside on
a single physical machine. Data present in a target Virtual
Machine can be stolen by instantiating another Virtual
Machine co-occupant along with the target one.
C. Data Availability in Cloud Storage
Regarding the availability and security of files, there exist
a more number of cryptographic schemes that are proposed.
This scheme will allow a third-party auditor in order to check
the availability of files apart from the data owner without
leakage of any information regarding the information, or
without compromising the data owner’s secrecy.
D. Cryptography Schemes Used For Data Storage
Similarly, the cloud users will not have more belief that
the cloud server is performing a good quality job in case of
privacy. A cryptographic solution, along with proven security
which is relied on number-theoretic assumptions is more
attractive. When the user is not perfectly satisfied with the
honesty of the technical staff or the security of the VM, those
users are motivated for encrypting their data along with their
own keys before uploading the data to the server.
E. Data Sharing In Cloud
In cloud storage, the data sharing is an important
functionality. Consider an example that the bloggers can
allow their friends views a subset of their private pictures; an
enterprise can allow his /her employees access to a portion of
susceptible data. Sharing encrypted data is the challenging
problem. The users can download the encrypted data which is
obtained from the storage and decrypt them, and then it is
sent to other people for sharing, but it may lose the value of
cloud storage. Users are able to give the access rights of the
sharing data to other people so that they can access the data
directly from the server. However, finding an efficient and
secure way to share partial data in case of cloud storage is not
trivial.
II. KEY SHARING METHODOLOGY
Key sharing methodology is performed based on two
methods:
 Alice will encrypt all files by using a single encryption
key and it Bob directly gives the corresponding secret
key.
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along with a fixed and small cipher text expansion, by
Alice will encrypt files with distinct keys and it sends
distributing to each authorized user as a single,
Bob to the corresponding secret keys.
compact and small aggregate key.
Obviously, the first method is considered as inadequate
 The delegation of decryption will be efficiently
since all unchosen data will also be leaked to Bob. Incase of
implemented along with the aggregate key.
the second method, there are practical concerns present on
 The number of cipher text classes is large.
efficiency. The number of such keys is required as many as
 It is easy to implement key management.
the number of the shared photos, say, a thousand.
 Particular user can view their messages.
Transferring these secret keys inherently will require a secure
 It can provide rigorous security analysis and extensive
channel, and storing these keys requires rather expensive in
performance.
case of secure storage. The costs and complexities were
involved generally to increase along with the number of the
decryption keys that are to be shared. In short, it is very
heavy and costly to implement this.


III. KEY AGGREGATE CRYPTO SYSTEM
The proposed system design is an efficient public-key
encryption scheme that supports flexible allocation. In this
system, any subset of the cipher texts (which are produced by
the encryption scheme) is decrypted by a constant-size
decryption key (which is generated by the proprietor of the
master-secret key). This problem is solved by the introduction
of a special type of public-key encryption known as keyaggregate cryptosystem (KAC). In case of KAC, users can
encrypt a message that is not only under a public-key, but
also under the identifier of cipher text known as class. So,
that cipher texts are further categorized into different classes.
The owner of the key will hold a master-secret known as
Master secret key as shown in Fig.1. The master-secret key is
used for extraction of secret keys that are required for
different classes. Moreover, the extracted key will be an
aggregate key that is as compact as a secret key for a single
class, but it aggregates the power of many such keys, such
that the decryption power for any subset of cipher text
classes. With this solution, Alice will simply send Bob a
single aggregate key via a secure channel like email. Bob can
download the encrypted photos from Alice’s Drop box space
and then this aggregate key is used in order to decrypt the
mail.

Fig.1. Alice shares files with identifiers 2,3,6 and 8 with
Bob by sending him a single key.
TABLE I: Comparative Study on Existing Vs Proposed
System

Properties of KAC:
 The Decryption key size is constant.
 The Cipher text size is constant.
 The Encryption type is public-key.
Advantages:
 A decryption key is more powerful that it will allow
decryption of multiple cipher texts, without raising its
size.
 The size of master-secret key, public-key and cipher
text, aggregate key in the KAC schemes are all kept
constant size.
 KAC scheme is flexible that there is no special relation
that is required along the classes.
 A canonical application of KAC is considered as an
efficient data sharing scheme.
 When the delegation key is to be efficient and flexible
the key aggregation property is especially useful.
 The schemes will enable a content provider in order to
share the data in a confidential and selective way,

IV. CONCLUSION
In this survey, the compression of secret keys present in
public-key cryptosystems is studied. This compressed key
will support delegation of secret keys for different cipher text
classes present in cloud storage. This approach is more
flexible compared to hierarchical key assignment. If all the
key-holders are sharing a similar set of privileges, the
compressed key can only save spaces.
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